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Pursuant to the April 20, 1998 Public Notice, DA 98-762, ("Public Notice") in the

captioned docket, the Center for Democracy and Technology ("CDT"), by its undersigned

attorneys, hereby comments on the need for, and the most efficient means of, extending the

October 25, 1998 compliance date established by the Communications Assistance for Law

Enforcement Act (the "Act" or "CALEA").I

INTRODUCTION

The Commission has now received multiple requests from public interest organizations,

various industry associations, and individual telecommunications carriers and equipment

manufacturers, all urging an extension of the October 1998 CALEA compliance date.2 The

1 Public Law No. 103-414, codified at 47 U.S.C. §§ 1001-1010 and in various sections of Title 18 and Title 47.
CALEA sets the effective date for complying with its capability assistance requirements as four years after the date
of enactment, which will be October 25, 1998. See Public Notice at 2.

2 See, e.g., Petition for Rulemaking filed by COT on March 26, 1998 ("COT Petition"); Petition for Ru1emaking
filed by Telecommunications Industry Associations on April 2, 1998 ("TIA Petition"); Petition for Extension of
Compliance Date filed by AT&T Wireless Services, Inc., Lucent Technologies Inc. and Ericsson Inc. on March 30,
1998 ("AT&T Petition"); Petition for Extension of Compliance Date filed by United States Telephone Association
on April 24, 1998 ("USTA Petition"). In addition, on February 11, 1998, in their comments on the pending NPRM
under Section 105 ofCALEA and Section 229 of the Communications Act, the American Civil Liberties Union, the
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reason for this broad support for extending the compliance date is simple - there is no agreement

on what CALEA requires. And until the Commission decides what compliance with the Act

means, it is unreasonable to expect manufacturers to begin seriously developing the requisite

solutions for CALEA compliance and impossible for carriers to integrate into their networks

CALEA-compliant equipment that is non-existent.

What has become clear is that the Federal Bureau ofInvestigation's ("FBI") approach to

CALEA would effectively rewrite the legislation in ways that would abrogate the balanced

policy that is reflected in the Act and its legislative history. While Congress intended that

CALEA would preserve a narrowly focused law enforcement surveillance capability in the face

of technological change, it did not intend the result that the FBI demands - the expansion of law

enforcement surveillance capabilities, and the forced integration of specific enhanced

surveillance features into the nation's telecommunications infrastructure. This overreaching has

thrown the Act's implementation into a state of chaos, to the point of raising serious questions

about CALEA's continued viability.

Through the FBI's unrelenting pressure on the industry standards-setting process,

provisions were included in the interim standard that go well beyond what the Act requires in

ways that seriously infringe constitutionally protected privacy interests. Notably, the interim

standard mandates a location tracking capability for wireless phones when Congress clearly

intended to exclude location information from the Act's requirements. At the same time, the

interim standard, if implemented, would allow the government to acquire, in packet-switched

environments, all of a person's communications, in situations where the particular legal process

Electronic Frontier Foundation, the Electronic Privacy Information Center and the Computer Professionals for
Social Responsibility urged the Commission to indefinitely suspend implementation ofCALEA.
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obtained by a law enforcement agency authorizes access to addressing or dialing information

only.3 In addition, the FBI has objected to the interim standard insisting on the inclusion of even

more surveillance features -- the FBI's so-called "punch list," which goes still further beyond the

Placed squarely before the Commission is what to do in the face of the resulting deadlock

in CALEA's implementation. As the Commission has recognized, there are two overarching

issues in this debate. The first, which is the subject of these comments, is what to do about the

looming October 1998 compliance date. Clearly, as everyone who has addressed this issue has

recognized, the October deadline cannot stand. There is simply no way that industry can make

its networks CALEA-compliant in five short months given the controversy over the meaning of

the Act itself and the long lead time necessary for implementation. Once the Commission

concludes that the October 1998 compliance date must be extended, the Commission must then

decide how much additional time the industry should be given to comply with the Act's

requirements. In these comments, CDT suggests an approach that the Commission should use in

addressing these issues.

The second broad question, which will be the subject of the May 20 comments, is the

substance of CALEA itself. On May 20, CDT will address the wireless location and packet-

switching elements of the interim standard, as well as the items of concern contained in the FBI's

punch list. The Commission, however, should not limit its review of CALEA's implementation

3 This aspect ofthe interim standard directly contravenes Section 103 of the Act, which mandates the
implementation of surveillance capabilities into carrier networks "in a manner that protects the privacy and security
ofcommunications and call-identifying information not authorized to be intercepted." 47 U.S.C. § 1002(a)(4)(A).

4 CDT does not suggest here that all of the items contained in the FBI's punch list exceed the Act in ways that
implicate privacy concerns. CDT's May 20 comments will address those items that do.
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to the two items put in dispute by CDT and the nine or so items raised by the FBI's punch list.

Instead, the Commission should start from the fact that there are relatively few problems that

exist at the heart of CALEA.5

Among the central concerns of Congress in drafting CALEA were (1) who should control

the design of the nation's telecommunications systems and (2) what interests should govern that

design. In CALEA, Congress was explicit in providing that the telecommunications industry

itself, not law enforcement, was in control of the design, subject to the oversight of this

Commission. Congress was also explicit in providing that the interests of law enforcement

should not dominate, but rather should be balanced with privacy interests and the interests of

industry in competitiveness and innovation. The statute required the preservation of a narrowly

focused surveillance capability. The requirements were intended as both a floor and a ceiling.

The interim standard departs from these principles in that many of the elements cannot be tied

directly to the requirements of Section 103 of CALEA.

IfCALEA is ever to be implemented so that law enforcement can obtain the necessary

content and dialing information where authorized to do so, the industry and the FBI, now under

the watchful eye of the Commission, must confine themselves to a much narrow implementation

of the Act. Any other approach will prevent compliance with the Act from ever being

"reasonably achievable," for carriers will be continually buried under a blizzard of software

coding changes and the Commission will be perpetually confronted with punch lists and

deficiency petitions. At a minimum, though, as CDT will show in its May 20 comments, the

5 Originally, the FBI raised only a limited number ofconcems before Congress in 1994. Specifically, the FBI was
troubled by call forwarding, speed and voice dialing, prompt access to wireless dialing information, and the effects
of call waiting and conference calling on the interception of communications of targeted individuals.
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wireless location and packet-switching standards adopted in the interim standard, and the FBI's

punch list, have no place in a CALEA-mandated standard.

DISCUSSION

A. The Commission Should Extend The October 25, 1998 Compliance Date

The immediate reason why an extension of the compliance date is needed is that drafting

of the industry standard was seriously delayed and then the resulting interim standard was cast

into limbo by the FBI's insistence on the inclusion of its punch list. But as the FBI will argue,

without an extension, the absence ofa standard does not excuse carriers from compliance with

CALEA nor insulate them from potential CALEA enforcement actions.6

At present, there is no agreement as to what CALEA requires, and carriers cannot be

expected to "comply" with CALEA in the face of such uncertainty. Manufacturers have not built

CALEA-compliant equipment because they do not know what a piece of CALEA-compliant

equipment must look like. There can be little debate under these circumstances that compliance

is impossible by the October 1998 deadline and, thus, the Commission must act to extend the

compliance date.

In these circumstances, CALEA provides the Commission with broad authority to extend

the compliance date. For example, section 107(c) states that:

The Commission may, ... grant an extension ... if the Commission determines
that compliance with the assistance capability requirements ... is not reasonably
achievable through application oftechnology available within the compliance
period.7

On its face, this provision gives the Commission ample authority to extend the compliance date

6 See 47 U.S.C. § lOO6(a)(3)(B).

7 47 U.S.C. § I006(c)(emphasis added).

5



under the circumstances presently surrounding the Act's implementation.8

A further source of Commission authority to extend the compliance date exists under

Section 109(b), which CDT has invoked as an interested person authorized by that section to

bring a petition before the Commission. This provision also provides the Commission with

plenary authority to address precisely the type of situation that exists here:

The Commission, on petition from a telecommunications carner or any other
interested person, ... shall determine whether compliance with the assistance
capability requirements of section 103 is reasonably achievable with respect to
any equipment, facility, or service installed or deployed after January 1, 1995.9

Under either of these provisions, the Commission has ample authority to order an extension of

the CALEA compliance date. 1o The Commission should immediately do so given the complete

failure of agreement on just what CALEA requires, and what should be included in and excluded

from the industry standard for CALEA compliance.

Upon extending the compliance date, the Commission need not, at this time, specify a

new date for compliance, but should await final resolution ofthe substantive CALEA issues.

Without knowing the contours ofthe Act's requirements, it is hypothetical, premature and

8 Regardless of whether Section l07(c) requires that the Commission make specific determinations whether
compliance is achievable for specific equipment, facilities or services ofparticular petitioning carriers, given the
gridlocked state ofaffairs, there can be little question that the Commission has authority to determine that
compliance is not "reasonably achievable" with respect to a large portion of the existing equipment, facilities and
services of a large percentage of carriers. Indeed, it would be a waste oftime and Commission and industry
resources to require carrier by carrier, facility by facility petitions and review, when it its patently obvious that
compliance is functionally impossible across the entire industry by the October deadline.
947 U.S.C. § I008(b)(l).

10 Section I07(b) also provides that the Commission may set a new deadline if there is a challenge to an industry
standard:

If ... a Government agency or any other person believes that such requirements or standards are
deficient, the agency or person may petition the Commission to establish, by rule, technical
requirements or standards that ... (5) provide a reasonable time and conditions for compliance
with and the transition to any new standard, including derming the obligations of
telecommunications carriers under section 103 during any transition period.
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unnecessary for the Commission to decide now for how long the CALEA deadline should be

extended. On the one hand, the more narrowly the Commission interprets CALEA, the less time

it will take to implement. For example, compliance under the scaled-back approach proposed by

CDT may take less than 24 months. On the other hand, the more broadly the Commission

interprets CALEA, the longer the compliance period will be and the more costly it will be to

implement. These factors must be considered under Section 107, but it will be most efficient to

consider them after the scope ofCALEA's requirements is determined. 11

B. The Commission Should Undertake A Full Review Of The Scope Of CALEA

Having extended the compliance deadline, the Commission should review the entire

interim standard. The interim standard goes too far in redesigning the signaling channel of

covered networks. It unnecessarily includes many provisions that are not related to business

necessity and that cannot be found in any of the requirements of Section 103 of CALEA. These

portions of the standard, whether or not they have a direct impact on privacy, clearly violate the

intent of Congress that the capability assistance requirements of CALEA be narrowly construed.

They consist of items inserted for the convenience of law enforcement, which carriers included in

the hope that they could reach a negotiated settlement with the FBI. Now the inclusion of these

items must be reexamined. They represent a designing of the telephone signaling channel for the

convenience of law enforcement in a way that Congress never intended and, in fact, in a way that

Congress intended to preclude.

II It is agreed upon by all who addressed the issue, the FBI included, that standard industry practices dictate a
development cycle for software and hardware that is at least 24 months. See AT&T Petition at 5 (citing Department
of Justice Communications Assistance for Law Enforcement Act Implementation Report to Congress, January 26,
1998); TIA Petition at 8; USTA Petition at 5. In other words, manufacturers and telecommunications carriers will
need at least 24 months from the date a standard is approved by the Commission to develop, install and test the
equipment necessary to comply with the Act.
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The Commission has already begun this process by requesting the comments due on May

20, 1998. In its review, the Commission should consider that compliance with the Act is not

reasonably achievable at this time because the FBI and the industry tried to develop a 100

percent comprehensive surveillance interface standard for the handling of intercepted data. It is

now clear that CALEA will only be implemented, if it can be implemented at all, with a strict

focus on preserving a core surveillance capability, tied directly to the Section 103 requirements

rather than attempting to maximize the surveillance potential of digital technology.

If the Commission remands the interim standard to the industry subcommittee, it should

direct the subcommittee to focus on the basic features that were originally raised by the FBI in

1994 (call forwarding, speed dialing, call waiting and conference calling) to ensure the

implementation of the Act serves its intended purpose. Once a final industry standard is

established, either by the Commission or by the industry subcommittee, the Commission should

then set an appropriate implementation period pursuant to Section 107 of the Act.

C. Alternatively, The Commission Should Adopt Only The Undisputed Portions
Of The Interim Standard As The Act's Safe Harbor

If the Commission concludes that CALEA compliance must begin immediately, before

the scope of the Act is decided, the Commission should adopt only the undisputed portions of the

interim standard as the Act's safe harbor. 12 In other words, if the Commission concludes that the

competing interests at stake would best be served by commencing implementation now, the

Commission should not order compliance on the disputed location and packet switching

provisions, nor, of course, the FBI's punch list.

12 If the Commission adopts the uncontested portions immediately, a compliance date must be established. Once
again, all recognize that at least 24 months will be required.
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If the Commission were to require compliance with any of the disputed items at this time,

it would severely prejudice resolution of these issues later. First, telecommunications carriers

and manufacturers will be forced to expend enormous amounts ofmoney and engineering

resources to build these capabilities into their systems when, in the end, the items may not be

required at all, and in fact, may be in violation of CALEA. Second, if the items are not required

(and CDT will show that they are not), on top of the resources wasted in implementing these

capabilities, telecommunications carriers and manufacturers will be required to expend additional

funds to remove the capabilities from their products and services, a bill the government will

unlikely be willing to pay.13

For these reasons, if the Commission decides to adopt a partial solution pending

resolution of the entire proceeding so that CALEA compliance can begin immediately, the

standard it adopts should only include the undisputed portions of the industry's interim standard.

Any other approach would run the risk of requiring manufacturers and carriers to unravel what

they have woven, and prejudice parties such as CDT, who have raised objections to aspects of

the interim standard.

CONCLUSION

For the foregoing reasons, CDT respectfully requests that the Commission immediately

extend the October 25, 1998 CALEA compliance date, holding in abeyance its decision on a new

compliance date pending its determination of the CALEA standard. As part of that process the

Commission should undertake a review of the entire interim standard, pursuant to the comments

13 Even if the Commission ultimately fmds that one or more of the government's punchlist items should be
included in the fmal industry standard, the necessary due deliberation will have occurred and a specific compliance
deadline could be set for any subsequent modifications.
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due on May 20, 1998, to determine what the Act requires. Upon issuance of a final industry

standard, the Commission should then set an appropriate implementation period pursuant to the

Act. If, however, the Commission is inclined to act now, it should adopt only the uncontested

portions of the interim standard (setting the compliance date for these items only). Such an

approach is the only alternative course that does not prejudice the parties' legal and economic

positions.

Respectfully submitted,

CENTER FOR DEMOCRACY AND TECHNOLOGY

MartI L. S rn
Lisa A. Leventhal
Preston Gates Ellis & Rouvelas
MeedsLLP
1735 New York Avenue, N.W.
Suite 500
Washington, D.C. 20006
(202) 628-1700

James X. Dempsey, S ior Staff Counsel
Daniel J. Weitmer, Deputy Director
Center for Democracy and Technology
1634 Eye Street, N.W., Suite 1100
Washington, D.C. 20006
(202) 637-9899

Attorneysfor Center for Democracy and Technology

Dated: May 8, 1998

10



CERTIFICATE OF SERVICE

I,Sharon Agranov, do hereby certify that copies of the Comments for the Center for

Democracy and Technology have been served on the persons listed below via first class mail

delivery on this 8th day of May, 1998.

e5x:k~~
Sharon Agranov

* BY HAND

*The Honorable William E. Kennard
Federal Communications Commission
1919 M Street, NW - Room 814
Washington, DC 20554

*The Honorable Susan Ness
Federal Communications Commission
1919 M Street, NW - Room 832
Washington, DC 20554

*The Honorable Harold Furchtgott-Roth
Federal Communications Commission
1919 M Street, NW - Room 802
Washington, DC 20554

*The Honorable Michael Powell
Federal Communications Commission
1919 M Street, NW - Room 844
Washington, DC 20554

-1-



*The Honorable Gloria Tristani
Federal Communications Commission
1919 M Street, NW - Room 826
Washington, DC 20554

*David Wye
Telecommunications Policy Analyst
Wireless Telecommunications Bureau
Federal Communications Commission
2025 M Street, NW - Room 5002
Washington, DC 20554

*Charles Isman
Office of Engineering and Technology
Federal Communications Commission
2000 M Street, NW - Room 230
Washington, DC 20554

The Honorable Janet Reno
Attorney General
Department of Justice
Constitution Avenue & 10th Street, NW
Washington, DC 20530

*Daniel Phythyon, Chief
Wireless Telecommunications Bureau
Federal Communications Commission
2025 M Street, NW - Room 5002
Washington, DC 20554

*Lawrence Petak
Office of Engineering and Technology
Federal Communications Commission
2000 M Street, NW - Room 230
Washington, DC 20554

*Jim Burtle
Office of Engineering and Technology
Federal Communications Commission
2000 M Street, NW - Room 230
Washington, DC 20554

Stephen W. Preston
Deputy Assistant Attorney General
Civil Division
Department of Justice
601 D Street, NW
Washington, DC 20530

- 2-



Douglas N. Letter, Esquire
Appellate Litigation Counsel
Civil Division
Department of Justice
601 D Street, NW - Room 9106
Washington, DC 20530

Larry R. Parkinson, Esquire
General Counsel
Federal Bureau of Investigation
935 Pennsylvania Avenue, NW
Washington, DC 20535

Thomas Wheeler, President
Cellular Telecommunications

Industry Assoc.
1250 Connecticut Avenue, NW
Suite 200
Washington, DC 20036

Roy Neel, President
United States Telephone Association
1401 H Street, NW - Suite 600
Washington, DC 20005

The Honorable Louis J. Freeh, Director
Federal Bureau of Investigation
935 Pennsylvania Avenue, NW
Washington, DC 20535

Grant Seiffert, Director of Government Relations
Telecommunications Industry Association
1201 Pennsylvania Avenue, NW - Suite 315
Washington, DC 20004

Jay Kitchen, President
Personal Communications Industry Assoc.
500 Montgomery Street - Suite 700
Alexandria, VA 22314

Stewart Baker
Steptoe & Johnson
1330 Connecticut Avenue, NW
Washington, DC 20036

- 3 -



Douglas I. Brandon
AT&T WIRELESS SERVICES, INC.
1150 Connecticut Avenue, NW
4th Floor
Washington, DC 20036

Catherine Wang
Swidler & Berlin
3000 "K" Street, NW - Suite 300
Washington, DC 20007

*Paul Misener
Federal Communications Commission
1919 M Street, NW - Room 802
Washington, DC 20554

*Peter A. Tenhula
Federal Communications Commission
1919 M Street, NW - Room 844
Washington, DC 20554

Dean L. Grayson
LUCENT TECHNOLOGIES, INC.
1825 "Eye" Street, NW
Washington, DC 20006

*Ari Fitzgerald
Federal Communications Commission
1919 M Street, NW - Room 814
Washington, DC 20554

*Karen Gulick
Federal Communications Commission
1919 M Street, NW - Room 826
Washington, DC 20554

*David R. Siddall
Federal Communications Commission
1919 M Street, NW - Room 832
Washington, DC 20554

-4-



*Magalie R. Salas
Office of the Secretary
Federal Communications Commission
1919 M Street, NW - Room 222
Washington, DC 20554

*Tim Maguire
Wireless Telecommunications Bureau
Federal Communications Commission
2025 M Street, NW - Room 5002
Washington, DC 20554

*David Sylvar
Office of Engineering and Technology
Federal Communications Commission
2000 M Street, NW - Room 230
Washington, DC 20554

K:\CLIENTS\CDI\CALEA\CertServ

*ITS
1231 20th Street, NW
Washington, DC 20036

*Kimberly Parker
Wireless Telecommunications Bureau
Federal Communications Commission
2025 M Street, NW - Room 5002
Washington, DC 20554

*Linda Morrison, Esquire
Office of the General Counsel
Federal Communications Commission
1919 M Street, NW - Room 614
Washington, DC 20554

- 5 -


